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THE PERMASENSE SYSTEM

This section gives an overview about:
A The PermaSense system architecture

A GSNbased data management:
- data flow - web user interface

- servers and virtual sensors - timing information
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PermaSense System Architecture

Sensor Node (SN)

A Collects data from different sensor options

Wireless Sensor Network

Base station

A Sinks all data and forwards it to a central server over

Processor

A Forwards the collected data over a 868 MHz wireleés Low-power Radio
communication channel to the base station :
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Backend and GSNServer 1 L
A Collects data from all deployments and implements§aﬁmmSmropﬁm§ Sensor Node .
number of management and monitoring services
:"_“““S-E.:I:I_Sf)_r_l_\l-?l-ﬂ-ej Wireless Sensor Network Backend
PermaSense GSArchitecture Hierarchical Online Data Processing
Global Sensor NetworkGSN)| import from deployments ) |  GSN » | GSN Web export

A Datastreaming framework fronEPFL
A Organizedh y & @A NI dzl €
types/semantics

as

A Hierarchiesand concatenation of virtual

sensors enable oline processing

A Dualarchitecture translates data from
machine representation to Sl values,
adds metadata
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devica_ld 2
generation_time =
timestamp 2
header_seqnr =
header_originatord 2
header_atime =
payload_sample_valid 1
payload_sample_no E486
payload_an_1 5331
payload_al_2 £352
payload_an_3 2352
payload_aD_4 8353
payload_aD_5 5354
payload_a0_6 8355
payload_a0_7 =356
payload_an_g 8357
payload_al_9 =358
payload_a0_ 10 2359
data_import_source nul

Position
Sensor type
Validity
Period

e

timestamp 1267047258207
generationtime 1267047167207
position 6
sensortype srinull
sensortype_serialid 2640281154
header_seqnr 22361
header_originatorid 2002
header_atime 91
payload_sample_valid 1
payload_sample_no 30357
sr_refl 1.8895
sr_ref2 -9.8120
sr_t1 -9.9247
sr_t2 -10.8771
sr_t3 -11.9102
sr_td -12.0755
sr_refd 1.8923
sr_ref4 -9.8147
sr_ref5 1.8950
sr_rl 743.186




GSN Server Data Flow

Datafrom field site is Data ispassed on to a public GSN server Data is
received by the private GSMN\ where it is mapped to positions, sensor downloaded,
aSNISNI Gl a Alg/dypds shR codvared\idbdanvenignt datay/ analyzed and
primary database. formats. plotted using
external tools.

GSN PRIVATE i GSN PUBLIC _g@.‘wwﬁb%
—_—1r ' | Position Demultiplex & M “ e R e
|Sensors| CoreStation : ' | mapping Unit conversion Crackmeter R EEEEEEsEse=T " amn
| J VSensor : VSensor —
IWI BackLog ' e e et e e et it e
| 1 : ==
o _F'_Id_S't_ - - = ADCCombDiff : ADCComDiff_mapped M —> H T AR ER
ield Site ! 0 S s i, 3

! Temperature Domain Science Analysis
@& o =

A All data from sensor nodes to backend is transmitted in packets

The length of the sensor network data packets is limited to 23 bytes. In cases where sensor da
larger, several consecutive packets are generated.

*

A Data is received and sorted according to data types
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Structure of a Virtual Sensor

A Data in database (GSN) is organized as virtual sensors (VS) per deployment
If there are multiple sensors yielding the same data types, this data is multiplexed into the same VS.

A Each VS has a uniguz  : <deployment>_<sensor type> <processing step>
Processing stepsaw 4 mapped4 converted e e st o s s

position 2
device id 2114
A h h ~ - h d ',I'_f = f - generation_time 05/06/2013 15:49:11.919 CEST
NIay I I l timestamp 05/06/2013 15:49:28.919 CEST
EaC VS Cl,: Wlt I erent In Or a‘tlon sensortype nctt:1 te:null sht11:1
sensortype_serialid 264310752
header_seqnr 53435
header_originatorid 2114
header_atime 17s
payload_sample_valid 1
i lilload_cample no 11914
A Each VS containsna@ader The header for e
a

3 32342
4 33408
5 5923
6 6814
7 31886

sensor network specific data contains:

| position number of physical locations
device_id mapped device id at this position Pl 30,10 3535
timed/generation_timé&imestamp: there are that are described later
sensortype sensor types and calibration constants connected at a given position
sensortype_serialid
header_seqgnrsequence number denoting successively generated sensor network packets
header_originatoridthe same as device id
header_atime packet transfer time in seconds, used to calculate generation time

payload _samplevalid: flag which specifies data acquisition errors
payload sample nosample number denoting packets originating from same data sampling@
—
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(typ. period is 120 sec)
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GSN Web User Interface

http://data.permasense.ch

PermaSense :: GSN - Public

HOME

All virtual sensors are listed and sorted by deployment, data type,
sensor type and process step

DATA

Manual download of data

NETWORK TOPOLOEY

Topology and table with network information sorted by deployment

LOGS

Log files from core stations

BACKEND

Backend mySQlandZabbixmonitoring server specific plots

SENSOR NETWORK

Sensor network specific plots

SCIENCE

Qollection of scientific plots

ON-SITE WEATHER

Weather information and webcams
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ON-SITE WEATHER

MATTERHORN

Total: 23
Online: 23
Packetrate: 0,00 Pkts/s

Posiiona 1D ¢ FatCounts Vi + uysok | ¢ Temp Humk FiashCount @ Uptme e Generation Time + Timsstamp +  PaoestiEts ¢
] 7 szste|  aoz | tear 2518 258 0| 44sstTt 20130506 112219 +200 2013-05-05 112213 +200 am
1| 2088 sooms | sesqll| 1183 | ose| 1s0s| ens2 L1700 20130505 112105 +200 2013-05-05 112136 +200 a0
2| 2 iee | sesqll| 49| oe0| 13s2| ses 0 20130606 112145 +200 2013-05-05 112205 +200 am
3| 20 szioes|  cex il | 17| osr| 1| aw [} 20130506 1118:59 +200 2013-05-05 112025 +200 am
4| 2088 521835 18| 0s0| S| 4e7 0 20130505 111948 +200 2013-05-05 11202 +200 am
5| 208 coeser | aoo ol | 1155 | 285|  aTS| sua7 0 20130506 112015 +200 2013-05-05 12040 +200 am
5| 208 aeant | aesill| 1140 | 0ss| t02s| s [} 2013-05-05 112121 +200 2013-05-05 112152 +200 am
7| 208 srars|  asso| 11se| 04| 305| sm15 [} 306506 112045 +200 20130505 112125 +200 am
3| 20: sziosz|  sexfill| nss| | sm| sTs 0 20130506 111852 +200 2013-05-05 112037 +200 am
9| 208 s e+l | 1140 0s2| 1008| eses [} 20130505 112118 +200 2013-05-05 1121:58 4200 a0
0| 2 sous| sesqill| nst| ost| 805|406 0 20130606 112111 +200 201-05-05 11220 +200 am
13| 2089 stest6 | sct il | 1145| 02t aot| 7aer [} 20130506 112135 +200 2013-05-05 1121:35 +200 am
10| 200 o007 | eS| 1391 198| | s@ 0 sossms 20130506 112038 +200 2013-05-05 112127 +200 am
7| o x| il | nst| 0z 0| 10263630 0130606 111617 +200 2013-05-05 112206 +200 am
19| 5015 st | sl 13 2520 208 0| Tae0 2013-05-06 112037 +200 2013-05-05 112123 +200 am
M| 215 | se | 14T| 036|  0| edse 0| sssToRe N6 112139 +200 20150505 112153 +200 am
21| 20 ae6505|  acofill| 16| 0| 7| mar 0| 10263850 20130506 111826 +200 2013-05-05 112041 +200 am
23| 800 3| eS| 138 653 4989 0 emeisEs 2013-05-06 112055 +200 2013-05-05 112 0 a0
24| 208 s eS| mss| om| T &R NF0-06 111945 +200 2013-05-05 112027 +200 am
25| 217 spizez|  ses il | 138t | 06| 1125 arae 20130506 112127 +200 2013-05-05 112 am
26| 500t 2| aes(| 1380 1113|2513 20130506 112038 +200 2013-05-05 112128 +200 am
30| 2081 semzz| sl neo| ox| 1| ean 20130606 112015 +200 20150505 112129 4200 am
31| 2m8 67| st | oor| 18|  195| T 2013-05-05 112111 +200 2013-05-05 112154 +200 am
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http://data.permasense.ch/

GSN Multiple Time Bases

A Global reference time (UTC) is often not availablew

A Solution: Elapsed time on arrival @%\A
A Sensor nodes measure/accumulate sojourn time 1sec hy 5

()

()

N

A Base station annotates data with arrival time (e.g. UTC) " "
sec sec
A Generation time is calculated as difference between ‘
arrival time and sojourn time O 0 o 2013/06/06 17:47:1% (4+1+2)=2013/06/06 17:47:04

A All data carries multiple timestamps

I generation_timedepicts time when data is sampled

i timestampdenotes the time when data reaches a UTC synchronized time base for the first ti
(e.g. base station)

i timedis database time, i.e. the time data is inserted into the database

A GSN time
i Isin UTC (Switzerland: winter +1h (CET), summer +2h (CEST))

I Isunixtime in millisecond!
A Unix time stamps merely the number a§econd$etween a particular date and the Unix Epoch (January 1, 1970).
A GSN time stamfs merely the number ahillisecond$etween a particular date and the Unix Epoch.

i Example for time conversion in Matlab:
fun tion mt=rime gsn2natlab(gr)
¥ converts times in gsn format to time in matlab datenum
::'-:3 format, UTC time GMT+2
mt=dat=.-num(19?0,1,l) +gt./(3600*24*1000) +datenum(0,0,0,2,0,07; ‘J
return: PermaSense
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Metadata for Deployments

A PermaSense maintains four deployments,

Matterhorn (MH), Jungfraujoch (JJ), Dirruhorn (DH), Aiguille du Midi (ADM)
A Metadata for each deployment is described in thedeposition.x|sile

of the deployment

I Position:physical location of a sensor type (shown in an additional map or overview picture)
I Sensortype used at the position

I Coordinatesof the position

unique ID identifying a piece of hardware

Deployment Overview: Aiguille Du Midi

green =new installation

Position | Label Name Comment
0 Base Station
1 West Face Piton Central Top Crack
2 West Face Piton Central Bottom Crack
3 West Face Piton Nord
4 South Face Piton Nord
5 East Face Piton Nord
6 North Face Piton Nord
7 Borehole South
8 Borehole North
9 BoreHole East
10 Relay South Piton Central
11 Argentiere Glacier Webcam
12 Aiguille du Midi Webcam
13 Arrete Aiguille du Midi Webcam
14 Mont Blanc Webcam
15 Relay North Top Piton Central
16 Relay West Terrace Piton Nord
17 Relay Cable Car

radiochannel =12

Host Name
permasense-caa-adm-1

Sensor ID

SN 10270716

Sensor Type

NCTN
NCNN
NCNN
NCTN
NCNN
NCTN
CR1000
CR1000
CR1000

Webcam
Webcam
Webcam
Webcam

CRLength

100
150
200
150
100
200

Date 31.05.2013

# Devices”
GPS X GPSY GPS Alt

6.887489  45.879446 3750!

6.88762 45.878993 3750
6.887391  45.879083 3750
6.886823  45.879243 3750
6.886902 45.879011 3750
6.887519  45.87931 3750!
6.887177 45.879532 3750!
6.887523  45.878458 3750
6.886813 45.878913 3750
6.888173 45.878611 3754
6.887625 45.878244 3741
6.887902 45.878943 3825
6.886505 45.878946 3723
6.887404 45879565 3710

06.05.2013

18"

29
2121
2105
2110
2109
2108
2111
2131
2130
2129
2120
6000
6001
6002
6003
2066
2054
2057

A If an additional sensor gets installed, a new position is created
A If a sensor gets replaced, a new data column is added with the new de]@[
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08.07.2012
17" 12
29 29

2121 2121

2105 2105

2110 2110

2109 2109

2108 2108

2111 2111

2130

2129

2120 2120

6000 6000

6001 6001

6002 6002

6003 6003

2066

2054

2057

PermaSense



DATA ACCESS

Thissectionsgivesan overviewaboutdataaccessisingexternaltools.

/b
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Accessing Data from the GSN Server

A There are two different methods to get data from GSN ukitg queries

1. Oneshot query approacheach request returns data based on the database state at the time
the query. This allows one to quickly obtain aggregated data from a virtual sensor and expo
this data in convenient formats, e.g. CSV or XML

2. Streaming approachrequested data is continuously streamed to the user in-teaé until the
connection to the server is closed.

A Example for a simplene-shot querywithout aggregation/conditions

I Suppose, you want to query all fields of timatterhorn_crackmeter _tctc virtual sensor (2
crackmeters 2 thermistors) between 25/08/2012 and 13/06/2013 (UTC):
1. Open in browser:

http://data.permasense.ch/multidata?vs[0]=matterhorn crackmeter tctc&time format=iso&field[0]=All&from=25/08/
012+00:00:00&t0=13/06/2013+00:00:00

where:  vs[0]: name of virtual sensor
time_format time format of returned data
field[O]: list of data fields to return
from, to: time limits of data request in UTC

Forfurther options and syntax information please consult
https:// github.com/LSIR/gsn/wiki/Welnterface#multidata

2. You will get a CSfdrmatted file with the requested data.
I Acomplete example using Matlab can be downloaded 2

PermaSense
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http://data.permasense.ch/multidata?vs[0]=matterhorn_crackmeter__tctc&time_format=iso&field[0]=All&from=25/08/2012+00:00:00&to=13/06/2013+00:00:00
http://data.permasense.ch/multidata?vs[0]=matterhorn_crackmeter__tctc&time_format=iso&field[0]=All&from=25/08/2012+00:00:00&to=13/06/2013+00:00:00
https://github.com/LSIR/gsn/wiki/Web-Interface#multidata
https://github.com/LSIR/gsn/wiki/Web-Interface#multidata
https://github.com/LSIR/gsn/wiki/Web-Interface#multidata
https://github.com/LSIR/gsn/wiki/Web-Interface#multidata

Accessing Data over tlimta.permasense.cWeb Interface

http://data.permasense.ch
A Manual access to all virtual sensors and data fields over web interface

A Example (same as fone-shot query:

I Get allfields of thematterhorn_crackmeter tctc VS betweer25/08/2012 andl3/06/2013:

1. Go tohttp://data.permasense.ch 2 LJS51 ¢ Q6 W
2. Insubll | ®F & HWdz&ELISEHBD Fomihé fidst drop down menu and the according virtual sensor:

All Data |Z| 10 Values

Aggregation |No Aggregation[=] 2 Hours

Timeline genera tion_time |Z|

Add Output

‘rnatterhorn_crackmeter_tctc |ZI All Fields |Z| Remove

3. Click on sulabW¥W/ 2 y R and $eltlyedirte limits:

From [UTC]|25/08/2012 00:00:¢/# To [UTC]/13/06/2013 00:00:¢ &
Add Condition

matterhorn_crackmeter__tctc E All Fields | Between |-inf and |+inf | Remove

4. Click on sudabW w S dadf aiticé@s® the data in one of the offered formats:

Download Plot Table
[l bownload csv | [ pownload xmL | [l Genera te PDF | Time Format [UNIX  [=] /@
Note: The plot is interactive and can be used to easily preview the resulting data.
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http://data.permasense.ch/
http://data.permasense.ch/

Accessing Data over thimta.permasense.cWWeb Interface

TTERHORN ~JUNGFRAUJOCH THUR GLACIERS

A A selection of predefined plots ca
be found in the tabSCIENCdhd
SENSOR NETWORK w [

A Plots are generated using thézzly -
framework

Temperatures TH3 Position 22

A All plots are interactive: .

I Time:time range to be shown )
I Pos data fields to be plotted
has to be clicked after ticking

I Download CSdownload aggregated o <y .. -
currently shown plot

Apr 2013 May 2013

10

=]

4

Selected time: 2013-03-02 14:40:00 +1:00

Position 22 temperature_5cm

Fros 22: -5.04 oc
Position 22 temperature_10cm

Bros 22: -5.79 °c

Position 22 temperature_20cm
@ros 22: -7.06 °c

05 22: -7.06
. Position 22 temperature_30cm
“|@ros 22: -8.01 °c
Position 22 temperature_50cm
<|@pos 22: 8.71 °c
Position 22 temperature_100cm
oz o

‘
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BACKGROUND ON GSN AND
SYSTEM ARCHITECTURE
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Vizzly: Visualization of Large Data

A Fast access to millions of data samples
A Pan, zoom, channel selection
A Combination of historic and reséime data

Dozer Temperature

load

Max 1y 3m 1w 1d No Crown

(2=

Selected time: 2008-05Rg0 16
Position O temperature

06:00 12:00 18:00

|P05 0: - Lﬁl 17/07/711
[Flpos a5 -6.24 =c ER:E NSow | oyniond LOV - | .
70 | [Foos & - |[#eos 5: - | |[®lpos 10: 0.27 =c |[#lpos 11: s790c |
:|P05 12: -3.44 °C ||P05 13: 24.93 °C ||P05 14: 0.53 °C ||P05 17 - |
60; Dpus 19: - Pos 21: - Pos 22: - |Pcs 23: - |
R E Pos 24: - Pcs 25¢ - Pos 26 - [|‘<e”er IPSN 2011’ SenseApp 2012]

/b
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WSN OrNode Storage Layer

A On-node flash based storage (Srd)

I Integrated with Dozer queuing mechanism (beacon traces & |
linkl- O Wwifh&dackpressure)

I All generated packets are stored on local flash memory
I Packets not yet sent are flagged for sending later
I Bulk access optimized for flash memory (no single packet
transfers)
A Enables both delayed sending (disruptions) and {ost
deployment validation

/b
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Mitigating Post WSN Data Loss

A BackLog = Auxiliary data aggregation layer at device level
I Remotestorage and synchronization layer faonuxsystems
i Pythonbased, designed for PermaSense CoreStation
i Plugin architecture for extension to custom dataurces
i Data multiplex from plugin to GSN wrapper over one socket

A Reliableg(flow controlled)synchronization
A Schedulablglugin/scriptexecution, remote controlled

/b
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Multi-Site Multi-Station, Multiw S A & A 2

/ Public GSN o
//D_anlw[Poullnn Dased view) -\
e mapping b
pasitian 1 [ Device D8 | Device 101 ]
pasitian 2 | Device D1 | Device D2 |
Pasitian 3 [ Device D3 | Device 109 |
t
[ m
& 3t VB8
_: : gy
\
=Ty Fasition mapping B
pasition 1 | Devkce ID1 I Device 105 ]
o (_wmapperaz 7 pasition 2 Device 02 ]  ([(oeacem | Devcemz |
@ e ) posttion 3 | Devie I3 [ Device 1 ]
: i : t
— - : :
e
\
.,H Commeri R : b
'||I _‘/-. Fasizion 1 [ Device 1D I Device 101 |
\ o pasitian 2 | Device D6 | Deicemz | | Device 106
l',l -' pasitian 3 [ Device DS I Device ID4 |
A e— ) S — ]
|II [y H— '." t
., = , .
ll\ < —— R waaoperiE) « (Gt wST) e
f T ) o)
| Muiplexes Remate Wapper ) ¢ Pumtmonvs ) Ve 1o
'ﬁ. R} : .
{ . o' -
=T —a Remoe Vinpper ) (___Pastionvs ) 15
— o’ === D @D
..
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MetadataMappingArchitecture

A Based on 2 GSN instances
I Separation of load/concern across two machines

i 6t NESIDI D Argivaddtd, pfadested, high availability
i at dzd f D Ob Amapgpad-agd@&¥erted data, open, noritical
A Metadata stored in version control system (CSV, SVN)
A Mapping of
i t2aA0A2yas O22NRAYI0Sax aSyazN) GeLlSa
A Conversion of
i CAYS F2NN¥IG&aX Nrg (02 {L @I f dzSaX
A Replay of metadata/mapping possibéeg. on errors
A Change management

/b
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Metadata Change Management

A Allows simple exchange of sensor h#sdftware at runtime

A Postdeployment annotation
i Stop GShldeployment change annotate metadatag restart GSN

A Automatic synchronization with 1 day change boundaries

AN
Position mapping
now
Position 1 | Device ID1 Device ID5
Position 2 | Device 1D2 ] | Device D1 Device ID2 |
focdtion 3 | Devide ID3 Device ID1 ]
I >
i =D 2
Remote W Postition VS @
C €emote : rapper ) C osll I.C)n ) Y
f E Vs
C Remote Wrapper ) C Postition VS ) VS 6 VS 5
. /
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